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Getting Started

Requirements

Before installing HYP2003 be sure, the following requirements are fulfilled:

* The latest version of the HYP2003 drivers for macOS (go to
https://taxpro.co.in/hyp2003-drivers/ to download)

+ At least one available supported USB port
«  HyperPKI HYP2003 USB token

Installing the HYP2003 Token Drivers

1. Extract the downloaded files, and then locate HYP2003 Mac 20230411.dmg.
2. Double-click the file to open it and view the contents inside the disk image package:

*  HYP2003-India-20230411.pkg: Installs HYP2003 middleware, HyperPKIMgr.app,
HYPSmartToken.app

* License Agreement
« ReadMe.rtf: Readme document

« uninstall.sh: Uninstalls Castle Mac.

[ N [C) HYP2003-India-20230411

v’.

ATF At HELL
HYP2003- license_en.rtf ReadMe_en.rtf uninstall.sh
India-20230411.pkg
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3. Executing the Package file by Open with Installer and Select Open

P i
HYP2003-
India-20230411.pkg

1YFZUUS-INdIa-4UcoU4 |

RTF RIF SHELL

license_en.rtf ReadMe_en.rtf uninstall.sh

Open
Open With b3 [ Installer.app (default)

Get Info App Store...
Compress “"HYP2003-India-20230411.pkg" Other...
Make Alias

Quick Look

Copy
Share >

© @0

Quick Actions >

7. Click Continue and you will be guided through the steps necessary to install this
software.

8. Click Agree to proceed with the installation.

« Install HYP2003-India

Software Licence Agreement

) English ¢
Introduction
Read Me EnterSafe
SOFTWARE DEVELOPER’S AGREEMEN
® Lic
| To continue installing the software you must agree to the terms of the
software license agreement.
ns|
Click Agree to continue or click Disagree to cancel the installation and quit
" thenstaller.
Su
Read License Disagree Agree

single
nputer
, and
A BY
STALL,
FUND,

omply

_Jpies of

9. Click Install, then enter your user name and password if prompted and click
Install Software.

Hypersecu Information Systems Inc 2
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- Installer is trying to install new software.

T
i _'._j Enter your passwerd to allow this.
g

User Name: || I

Password:

Cancel Install Software

10. Click Close and restart the system to complete the installation.

o 8

The installation was completed successfully.

Introduction

Read Me

Licence
Destination Select

b e 777 The installation was successful.

The software was installed.

Installation

® Summary

Close

Logging In

1. Open HyperPKIMgr and connect the HYP2003 token.

2. If connected correctly, the HYP2003 token will appear on the Slot list

Hypersecu Information Systems Inc 3 HSTE-NB0066-IND-RV 1.0



macOS User Guide for HYP2003

Q Q Hypersecu PKI Manager(User)
: \?\ Slots Information:
& ES SLOT 1 [HYP2003]
Description Card Status Manufacturer
ESSLOT1 Token is inserted and ready to use |Hypersecu
1.0.23.41

3. Select the HYP2003 you inserted, and then click Login.

4. Enter the user PIN and click OK.

EnterSafe PKI Manager(User)

User Purview:

Ready

Hypersecu Information Systems Inc 4

32 Slot list Slot detailed information:
v R

Data management Field Type
Description ES SLOT1
Manufacturer EnterSafe
Flags [0x00000007] CKF_TOKEN_PRESENT | CKI
Hardware Version 1.00
Firmwara Varsinn 10n

Token detailed information:

Field | @ Token Login
Token Name
Manufacturer Please input user PIN:
Model
Serial number I“""“| I
Flags KF_LOGIN_REC
Max session num m Cancel
Max RfW ion ni o
Max PIN Length 255
Min PIN Length 8
Public space 63488
Free public space 38912
Hardware Version 1.00

Change User PIN

Change Token Mame
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Certificate Trust Policies

Some Root CA Certificates must be manually set to Trust. If a certificate is not accepted, it
may have expired or it may be invalid for the way it is being used. For example, some
certificates may be used for establishing a secure connection to a server but not for signing
a document.

The most common reason a certificate is not accepted is that system does not trust the
certificate authority’s root certificate. To have your computer trust a certificate authority,
you must add the certificate authority to a keychain and set the certificate trust settings.

Types of Trust Policies

Certificates are widely used to secure electronic information. For example, a certificate might
allow you to sign an email, encrypt a document, connect to a secure network, or identify
yourself when using Messages. Each type of use is governed by a trust policy, which
determines whether a certificate is valid for that use. A certificate may be valid for some
uses but not for others.

macOS uses several trust policies to determine whether a certificate is trusted. You can
choose a different policy for each certificate, providing a greater amount of control over how
certificates are evaluated.

Trust Policy Description

Use System Defaults or no value specified Use the default setting for the certificate.

Always Trust
y You trust the author and want to always allow access

to the server or app.

Never Trust
You don’t trust the author and don’t want to allow

access to the server or app.

Secure Sockets Layer (SSL
yer ( ) The name in a server’s certificate must match its DNS

host name to successfully establish a connection. The
host name check is not performed for SSL client
certificates. If there is an extended key usage field, it
must contain an appropriate value.

S Mail (S/MIME
ecure Mail (S/ ) Email uses S/MIME to security sign and encrypt

messages. The user’s email address must be listed in
the certificate, and key usage fields must be included.

Extensible Authentication Protocol (EAP
xtensible Authentication Protocol ( ) When you connect to a network that requires 802.1X

authentication, the name in the server’s certificate
must match its DNS host name. Host names for client
certificates are not checked. If an extended key usage
field is present, it must contain an appropriate value.
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IP Security (IPSec
v ( ) When certificates are used to secure IP

communications (for example, in establishing a VPN
connection), the name in the server’s certificate
must match its DNS host name. Host names for client

Trust Policy Description

certificates are not checked. If an extended key usage
field is present, it must contain an appropriate value.

Messages Securit . .
9 4 Certificates for messages must contain key usage

settings.

Kerberos Client
This policy determines whether the certificate can be

used to identify a user to a Kerberos server.

Kerberos Server
This policy determines whether a Kerberos server can

use the certificate to identify itself to the system.

Code Signin
gning The certificate must contain key usage settings that

explicitly permit it to sign code.

Set a Certificate’s Trust Policy:

1. Search the Application Keychain Access and open it or navigate to the Utilities
folder in the Applications folder and click Open Keychain Access.

] & # Searching “This Mac"

4 u v v Q. keychain access (]
Favorites Search: UL “Applications” Save |+

L) Al My Files )

iCloud Drive ‘)

(&) AirDrop /r\

_,'_\: Applications Keychain Access

] Desktop

§ Documents

0 Downloads

2. Click and drag the certificate file to the Keychain Access icon or double-click the
certificate file.

Click the keychain window, then choose a keychain and click OK.

If prompted, enter your user name and password.

Select the certificate, then select File > Get Info.

o v AW

Click the Trust expandable menu to display the policies for the certificate, then
select the trust policy you want to manually set.
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Digital Signing
Loadlng the PKCS#11 Module in Mozilla Firefox

In the main Firefox menu, select Settings.

2. Click Privacy & Security, then navigate to Certificates and click Security
Devices.

Click Load, and then enter a name for the Module Name field.

4. In the Module filename field, enter the file path below:

/usr/local/lib/libcastle v2.1.0.0.dylib

5. Click OK to finish loading.

NOTE: Do not use browse to locate this file. Dynamic library files are protected by the
macOS system so the file path must be entered manually.

NOTE: To unload the PKCS#11, go to Settings > Privacy & Security > Security Devices,
and click Unload.

Loading the PKCS#11 Module in Acrobat Reader DC for
Digital Signing

1. In Acrobat Reader DC, select Preferences from the Acrobat Reader menu.

(3 File Edit View Sign Window Help ® Q & © TueldSep 4:14PM
About Adobe Acrobat Reader DC Acrobat Reader
Hor About Adobe Plug-ins... @ SOFTWARE UPDATE now
| macOS Big Sur 11.6 is available and will be installed
Preferences... %€, later tonight.
! Services >
mend... See All Tools Go mobile with your PDFs

o Hide Adobe Acrobat Reader DC

i nd share PDFs on your
a=s;| Hide Others iment A

with the Adobe Acrobat
pts with sticky notes, highlights, and more

" Quit Adobe Acrobat Reader DC -
,
USENOW

My Computer

Document Cloud

1]

1

Recent

Add an Account

2. Select Signatures, then click More under the category Identities & Trusted
Certificates.
Hypersecu Information Systems Inc 7 HSTE-NB0066-IND-RV 1.0
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3. Click Digital IDs, then select PKCS#11 Modules and Tokens.
4. Click Attach Module and enter the file path below:

/usr/local/lib/libcastle v2.1.0.0.dylib

WV Digital IDs Attach Module Detach Module c Refresh
Roaming ID Accounts Module Manuf...~ Library Path
Digital ID Files

Keychain Digital IDs
PKCS#11 Modules and Tokens

Trusted Certificates
Locate a PKCS#11 Module

Library Path | fusrlocalfliblibcastie v2.1.0.0.dylibl

" y

5. Click OK to finish loading. The token will appear under the PKCS#11 Modules and
Tokens menu.

6. Select the token, then click Login.

[ ] Digital ID and Trusted Certificate Settings
~  DigitalIDs Change Password  Login  Logout i Refresh
Roaming ID Accounts Token Label ~ Status
Digital ID Files ePass2003 Logged out

Keychain Digital IDs
[ PKCS#11 Modules and Tokens
Feitian PKCS#11 Library.

Trusted Certificates

7. Enter the user PIN and click OK.

NOTE: If the Login button is not highlighted, click Refresh.

Digitally Signing a PDF in Acrobat Reader DC

1. Open the PDF document you want to sign.
2. Under Tools, click Certificates, and then click Digitally Sign.
3. Draw the box on the document where you would like to place the digital signature.

4. Click Sign, and then save the document.
Hypersecu Information Systems Inc 8 HSTE-NB0066-IND-RV 1.0
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IMPORTANT: This package supports macOS TokenD. TokenD is dependant on Smart Card
Services, so be sure PC/SC is running. To test for PC/SC services, refer to:

https://ludovicrousseau.blogspot.com/2014/03/level-1-smart-card-support-on-mac-os-
x.html
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